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Table 1 Structure of Machine and Operation System

Operating System

| Machines |
i Proper 0S Unix |
L _ ;
i Macintosh Series Mac OS 1 Milinux
i (APPLE) | |
1 PC - 98 Series | Windows95 Free BSD
NEO |
PC /AT I
Compatible | Windows95 Free BSD

Table 2 Comparison Cryptosystem Attributes

{ ;
] ; . Number of S
Cryptosystem | Auribute Descrption| e, ::T:’ *
!
. | Easy to generate
Public Key ‘ and distribute key 500
Encryption | >
{ Low Speed Encryption
|
| High Speed Encryption
Symmetric Key!  pigcuit to control 124,750
Encryption Crypt-Key
i Need to transit Secret Key
| Impossibie of code breaking f
One Time | NeedwuansitSecret Key | 124,750/time |
Pad | Must create crypt key ; :
| vervime !
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Table 3 Comparison between Pretty Good Privacy and
Praivacy Enhanced Mail

tested software : PGP (PGP2.6.31), PEM(PemCAT)

Crypt Speed
Software Type ‘(Ee . )p Key Length
& Product .
CT tmage Data Size (blt)
(512KB)
Pretty Individual
1CD}OOd ‘ Software 12 | 2,048
nvac | i
Y \ PGP2.6.3i etc
Privacy Internet
E;mimccd Standard 256 1 512
Mai PemCAT |
FIPEM  etc |
Encryption Process s—emegm
‘ _________,; @ ©)
Crypt Key
‘ Creation of | (private) I
Crypt Key ! ‘
Compress i i | Encrypton
| e} e
| One pair of l Normal i Compressed! Cipherred | ‘
b | Data 1 Data . Data i
1 : pnvar.e kcy_l_.i 1 o TR <l e s o o g e
} pubhc key 3 ‘ 1 Expand ‘ Decryption ’ :
! g-:—/ o — Crypt Key ;
i 7 ipublic) i
——— : }

Decryption Process e

Fig.1 Flow chart of Encryption and Decryption
with Pretty Good Privacy
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n: @& (bit)
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Table 4 Comparison of Crypt Key with creating key times
and Instruction Speed

Key Length Crc:’artiixr;ge Key Inst;x;::g:igied‘
(i) (sec) sy

512 8 | 1.61< 10

X! 76 118X 10%

‘ 2,048 1,032 1.3210%
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Fig.2 Relation of Data Size and Operation Time for changing
some parameter by Macintosh 7500/100 & Mac OS(ver 7. 5.
5), (a) is result of the comparison for Key Length 1, 024 bit
and 2, 048 bit, (b) is result of the comparison for Encryption
and decryption , (c) is result of the comparison for Three data
coding formats (a) compress data, (b) compress crypt data,
and (c) crypt data.
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Table 5 Comparison of encryption time between
Operation System by Same Machine
. Operating : _
Machine System Encryption Time
| (sec)
. . M
Macintosh Series | Mac OS ‘ 126.2
(APPLE) Mklinux 593
PC - 98 Series Windows95 79.8
(NEC) Free BSD 69.7
PC/AT Windows93 74.9
Compatible FreeBSD | 729 |
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Table 6 Comparison of Data Format Patarn
on Medical Information.

Patent anonnanoni Medical [mage

Daa  (PID) Daa (MID) Toal
Data Size] Time | DauaSiza | Time | DaaSize| Time
(MB} 1 (sec) {MB) (sec} (MB) (sec)
Normal Daca 05 | o {30 01335 o0
All Data -
Compressed+ Encrymea | 045 | 1104 2.7 | 6601 5,5 ¢ 77.

PID © Coropressed+Eacrypted
MID : Normai

0‘451 noi 30 i . 345 1110

| : ;
045 | 1.0 18 | 264 225 | 374

PID : Compressed+Encrypad |
MID - Compressed

|
PID : Egcrypiad | -
MID : Normal 075 | 77 |30 0 | 375 | 77
Il Data : & 1 , I
MliDsasSomst 75 | 77| 45 | 462] 525( 539

Table 7 Relation of Medical Image Size and
Encryption / Decryption time

CPU clock Calculation Disk read/write
Frequency speed speed
(MHz) | (%) (sec) | (B) | (s€) | (%)
Power M:’clx(r)xg;gg 30 80 479 &7 95 57
Power Macistost 50 | 90 | 660 | 92 | 151 | 85
Power A\%%lg/l;s)g 100 100 714 100 166 100
Pawer \g%lg;gg 1o 1 120 1 1ass | 162 168 | 101
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Abstract

We developed a system where medical information is enciphered and decode employing public key cryptogra-
phy to protect medical information from being leaked, tampered or falsified, and practicability and the security of the
system was examined. Pretty Good Privacy (PGP) and Privacy Enhanced Mail (PEM) tested in multi operation sys-
tem. Encryption and decryption of 8MB data size took 176 sec. and 150 sec. respectively. PGP is capable of reversible
data compression before encryption, so that 10% reduction of data size was realized without loss of information. Simu-
lation of the security proved that an instruction time needed more than 1.321035times in case of 2,048 bits key
length.

Key words : public key cryptosystem, medical information, personal computer, security, multi operation system
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